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What should you be 
allowed to talk to AI 
about?
Enforcing AI governance with topic guardrails
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THE EXPONENTIAL GROWTH OF AI SECURITY INCIDENTS 

AI security 
incidents are 
climbing fast
November 2022 was both an industry inflection 
point, and a security inflection point. The data 
doesn’t lie. This will be the biggest security 
challenge for the decade ahead.
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EVOLUTION OF SHADOW IT

2 shifts moved your data into AI you can't see

Shadow IT became 
Shadow AI

Employees adopted tools without asking for years. 
Now they adopt AI the same way, faster and with less 
to see.

Search became 
a prompt

Work used to start in a search box. Now it starts in a 
chat window, on systems you don't run.

We'll come back to why this matters.
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EVOLUTION OF POLICIES

Three ways to govern AI. 
Only one truly gives you control.

BEGINNER

Block everything

Point EDR, SASE and SWG at every 
AI tool. It holds until the business 
needs AI. Then blocking becomes a 
career-limiting move.

INTERMEDIATE

Allow some

Approve a short list of providers and 
block the rest. Better, but the control 
stops at the login screen.

ADVANCED

Allow or deny 
anything

Govern what people can and cannot 
do inside any AI tool, exactly as you 
see fit, by topic.
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FROM BASIC WRITTEN POLICY

Provider policy is where most teams start. And stop.

POLICY

Allowed platforms and supported tools.

↓

ENFORCEMENT

A managed browser, EDR or SASE decides who gets in.

↓

AI SYSTEMS

Users are allowed or blocked, provider by provider.

This answers which tool. It says nothing about 
what people do once they are inside.
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TO PARTIAL ENFORCEMENT

Behavioral rules are a potential next step

DATA SHARING POLICY

A tool can be used but..

↓

FILE UPLOAD GUARDRAILS

Simple and straightforward

↓

AI SYSTEMS

Can be applied on a global, group or individual basis.

FROM THE FIELD   In one deployment, a single file-upload rule blocked half of all prompts.
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INCREASING ENFORCEMENT

Basic content rules are a bit more advanced

BASIC PII PROTECTION

Protecting the organization from itself

↓

PII GUARDRAILS

Predefined patterns

↓

AI SYSTEMS

Can be applied on a global, group or individual basis.

FROM THE FIELD   We see rates of 11%-33% in customer environments.
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TO PARTIAL ENFORCEMENT

Topics sit between people and the model

CONTENT POLICY

Written as topics. Sensitive, off-limits, regulated.

↓

TOPIC GUARDRAILS

Pre-built and custom topics.

↓

AI SYSTEMS

Applied to prompts and responses, in dev & prod.
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TOPIC CONTROL IS NOT OPTIONAL

The EU AI Act 
draws hard lines
The Act bans specific uses 
outright. You need to prove 
those uses are blocked, 
not just discouraged.
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TOPIC CONTROL IS NOT OPTIONAL

Token spend 
runs away fast
Uber burned its 2026 AI budget 
in four months and now caps 
staff at $1,500 per tool each 
month (Bloomberg). Stop paying 
for prompts that have nothing to 
do with work.
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TOPIC CONTROL IS NOT OPTIONAL

Your prompts 
are intelligence
Read what your people 
actually use AI for and you 
learn what they need next. 
The logs are organizational 
learning, not just an audit trail.
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AND ONE MORE THING…

OpenFace: 
How both sides won
● They had the logs
● Fully intact
● Metadata + prompts + 

LLM responses
● Analysis -> understanding
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THE NEW PATH FORWARD

Move from written policy to real enforcement

Workforce is today's problem

The AI your employees use right now, across the 
browser, workspace and endpoint.

Workload is tomorrow's 
problem

The AI you build into your own applications and 
agents.

One control set covers both.



THE COMPLETE AI SECURITY & GOVERNANCE PLATFORM

One platform. Complete coverage.

Centralized AI Logs with
Detection & Response 

Continuous
AI Discovery

AI Security Posture
Management

AI Governance &
Policy Engine

PHASE 01

Workforce.

Workforce .
All AI tools and services your 
employees use.

BROWSER • WORKSPACE • ENDPOINT

Workload .
All AI built into your 
applications and agents

CODE • CLOUD • AGENTS

UNIFIED AI 
OBSERVABILITY



UNIFIED AI OBSERVABILITY PIPELINES  



EMPLOYEE LOGS & TOPIC GUARDRAILS



CLOUD LOGS WITH COMPLETE CONTEXT



Let’s talk

See how FireTail’s topic guardrails 
can work for you

Booth #5908    firetail.ai


